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|PvE Bapleiifes

SNcreased address'space
= L28:hitaddressisize (23128, addresses)
=REicient addressing and routing topology
=SINATF IS not required

_erformance

& Simplified header
— Optimized for 64-bit hardware architecture
— Efficient and extensible IP datagram
— Improved host and router discovery
Improved Multicast scalability

October 2003




: ,‘h:

BlGiBenefits

Plieland Play
Stateless, Paradigmilnherent in Design
=RPDVRamIC address autoconfigur:ation |
SDynamic renumbering of networks
ViekIE IPV6 support optimized over IPv4

écurity IS required and avoids 1Pv4 NAT

e Band aid
Slmple Interoperation with 1Pv4

s.Other functions still evolving from the
extensibility of the architecture
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I1PvE Berlgffe =SSl alfilee SN ivyo i<
ANdliistration

2 ALligee)q gur IO MEEINSE
SHDEvices plug Into the network and begin
SOpErating (plug-and-play) using Stateless
PAUteconfiguration

& DHCP version 6 support

s’ Every host can download its network
configurations from a server at startup time

- Renumibering in IPv6 Is designed to happen

— Flexibility to switch ISPs whenever you
want, for whatever reason

— No more “lock-in”
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|PvE Berlait=SBjiel fS EzIs e o f
SIS EILIONS |

SSELE anageaniingy
NPV a0 dress scope
_ GLOBAL or LOCAL
':Onfiguration Policy Control

= _ Stateless
— Stateful (DHCPV6)

— Routers dictating configuration policy and
MTU size for the link
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|F)V4_NAT B NAT _Secure Transmission

IP%C*-‘II-II-II--.* | Psec :9”: ,,,,, ;

Site-to-Site OfflceA Termmal R The Internet R=rm|nal OfflceB

Secure 4.
Communication _
Low security 5

- onthe LAN

= Mo b"*i!.gz,-gevi ce
_ C an only communicate out of site with peer through a NAT and has reduced capability of applications.
=2==—CO0r \munications has only one entry point to Office A node through one router and single point of failure.
-3 : ekEr‘onIy has to masquerade the packet between the NATs and they will be able to enter either network.
f_ﬁ__ -F?e'r-to Peer communications and security can only be done within a site behind a NAT.
=5 Securlty on the LAN is only by NAT once attacker gets passed the NAT it can attack a node on any LAN.
. Interoperability between peers out of the site, suppliers, partners, or other vendors has greater cost, if even possible.
~ A node not within the site cannot initiate a connection with a node behind a NAT site reducing communications.
. Mobile Nodes cannot roam out of a site with a private address because it does not exist out of the site.
9. - NAT state for translation, namespace, security, and routing must be maintained at all entry/exit points to the network.
All of these points are a cost to an entity deploying networks who need for their business or operation to
communicate out of the site to peers or applications. Not being able to perform conmunications and not having true
security associations with peers out of the site for one-way communications has abs%}nificant cost. Each of these points
also causes extra software and state to be maintained and administered by the network operations within the entity.
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)|
[~ |
L FJ Low interoperability G,

between different peers
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Profitrom No-NAT

Secure Transmission

| PV6 -

= WD
End'Z'End 1. . R The Internet
Communications . H R

. Business Partner

B i

End-2-End 2. ~ 6. e
secure communication J Easy to partner with

— new customer

Mobile Device [ =]

L( I".'
L- nﬁ:ﬂ—E'm:l communications permits nodes to commifnlcate in the site or out of the site without NAT additions.

"'2 E-ﬁ'-a'Z‘-End security methodology and architecture permits pervasive security in the site, and out of the site.

3. Global Addresses and End-2-End communications and security permit nodes to roam and be mobile out of the site.
4. Entry into to out of the network does not have to be a single point of failure and provide redundancy and failover.
5. = A node in another site can initiate a peer-2-peer communications session with a node in_another site.

6. Partners, Suppliers, or Applications can now be accessed as peer-2-peer nodes or applications.

Profit from No-NAT can be realized with greater application support and availability which~sannot run in a NAT
Environment, communications with peers can be initiated by a site or peers out of the site, sectrity is based on
security within the node and provides End-2-End secure communications trust andprivacy model, and the business
options are greater for communications and the cost of managing all the NAT state is removed.
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YAV G brid stack

SVISHEENR IndustRyzmost implementatiens are a

PP tayer Hybrid Stack (lbelow), not a pure Dual

| .

IGE/IP Stack duplicating other common IR suite
RECHRS

2 1PVvE AP developed so IPv4 addresses can be used as
1P vVerthiewugh IPv4 Mapped Address Representation.

API IPV4

/ | IPv4

IPv6

IPv4 and IPv6
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=vAYIRVGID LI PHE 2ye Protocgl_Stack

| nter net Sery

QOS Services

MobilelP Ho

Tunnel ‘:ra'

OS Kernel

- | I'Psec Processing

Socket Layer

Transport Layer TCP/UDP/SCTP

Mobile I Pv4 M obile | Pv6

Virtual Tunnel Interfaces

ARP Pv4

| Pv4 Routing || IPv6 Routing

| Pv4 | Pv6

Routing, Neighbor, | Psec,
and Mobile | Pv6 Caches

RSVP/DFS/QOS

Neighbor Discovery | Pv6

|CMPV4 |CMPV6 Network | nterface Control,

Queues, Mgmt, and Statistics

Adapter Interfaces and Processing

October 2005
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DERIBYMENT PErspective IepIcs

SBINts of Transition
“iransition Solutions
- ployment Readmap

G Urrent Deployment Models
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WEIENCan Network lopolegy Tiransitieigsiaixe

~ —— e
olzice’ - gl

SWAT the client network Within the user netweork.
SVARE Ed@e of the USer network te the provider.
SAGiE provider network for the user network.

~(Client Network @ User Edge Network @ Provider Network

October 2003




: ,‘h:

IENNEnRSItien complexity Wil loe expenepiiel
with a larejep eSS el < tejejelfce)y,

SNVtlibtiple client, edge, and provider networks will increase
welgSitieRplanRipoiencistacecicdeploymeni:

SVekile 1Pv6 Computing| fitrther complicates the Transition
dEiCEAates a new decision point for deployment.

=
&

Provider B

User Network A User Network B

S

Mobile P User ' Networ ks and Provider Networks, and change

Mobile user must be ableto connect to both User

Home Agentsin an Ad-Hoc manner from any

October 2003 Network point of attachment.
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IS iransition (Geodraphy)

Packets over a localtimk

F_&s kets over a site

A TS W N ar Atranetr Grnulitie ‘é'sites’)

P ckets ever a private Internet (multiple Intranets’)
- Pa ckets over the public Internet
«_ackets over a Mobile IP Network (Wireless)

EPackets over a Mobile 1P Network (Wireless) and to a
= Broadband Network (Wireline) or the Reverse

;’f.-i' ;_t’— erpPackets from IPv6 Network thru 1Pv4 Cloud to IPv6
Network

s' Packets from IPv4 Network thru IPv6 Cloud to 1Pv4
Network

-~
<

'L
-
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SIS O INasition (NEtWork — Nodes)

e

IC [ENtS
SEIVErS
IROuUters
SNEateways
Obility Management:
svoice over IP (VolP) Networks
B =INetwork Management
== S Transition Nodes
= Eirewalls

s Public Key Infrastructure Servers for Security
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EeIisaeiiansition (Network = SEiVE) .

SINetwerk Managemenit and Utilities
SN EWorInternet Inrastructure A oplications™
= J\J_~ Systems Applications
SINELWork End User Applications
SINEVork High Availability Software
= SNetwork Security Software
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PDERIGymEntReoadmapryvicdel

Step 1 - Determinethe set of netwerksapplications
B ihat must be ported or invented (Where packets go
OVER thenetwwonlk _ |
SSStep 2 — Determine the Geography your applications
Snust span.
BeESitep 3 — ldentify the Network components that must

S support IPV6.
I = Step 4 — Identify the Network components that

= reguire IPv6 Transition Mechanisms.

e —

gf-'}-*-_"-"i s'Step 5 — Identify the Network components that are
— new or being developed and can be initiated with
IPV6 using IPv4 as scarce resource only, especially
new technology deployment models (e.g. Network
Routers and Servers, Mobile IP Networking
Components, New Simulation Programs, Security
—urveillance)

October 2003




eonm'ﬁt‘Transmon VIEChanisms
SeeRifigured Tunnels o

Base IPv6 Transitien Specmcatlon
Pual 1P Layer Viedel

5102 Gal EWey/s

ISATAP

Pseudo Tunnels (Clients, Servers, Routers, and
Gateways)

- = Bynamic Tunnels to avoid IPv6 and IPv4 NATS

DSTM
Dynamically Assigning Tunnel Endpoints

Dynamically Assigning Temporary Global 1Pv4
Addresses

Pseudo Tunnels (Clients, Servers, Routers, and
Gateways)

Teredo to bypass IPv4 NAT

October 2003
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gSlibien Fot"Spots

- = 3 = = 3
SAVireless Communications and integratiGRywith
Wikeline (Broadband)fCommunications

sHViebile IPv6 for Cellular Handoffs and Mobile Ad-Hoc
SOUGING - . -

application Perting Viethodelogy

SNiitRels areund IPv4 encryption-devices that cannot
pertporaded to I1Pv6 iImmediately and performance of
uaitunnel

HPVG Security Infrastructure requirements.

*NPV6 Intrusion Detection.

S Hiraining, Porting applications, and Hardware

“Upgrades for some nodes will have cost.

poeints of transition.

s Key Management for IPsec and Public Key
Infrastructure

® Tunnels around IPv4 encryption-devices that cannot
’E)k? Lé[%gradeld to IPv6 immediately and performance of
at tunne

October 2003




lirent austry |Pve Beployment State

SVASTENEN Eadingl the pack geographically, depleying hlg'H'Fech
devices, wireless, and wireline IIPv6 infrastructure:

Elrepean and Asian High-Up @fficials within Gevernment have
MEGE ermal statements regarding the impoertance of 1PV6.

3G _)_wr ovment has bequn in 2003.
SsOZAANVI=FINsi potentiall High' End Deployment for IPv6 and
Vil eNlPyvG:

=R Elrst with) reconnect strategy when roaming

= Jhen Mobile IPv6 always-on-anytime roaming

UrSHISistill lagging i industry, but DoD IPv6 announcement is
sstifeng catalyst for U.S., and DoD Pilots in Process.

SSEGood News:

= All'major vendors have shipped first and second version of
IPV6 Products.

— ISPs'worldwide are beginning to do Pilots with I1Pv6
(including the U.S.)

— Early Adopters worldwide have procured systems to begin to
build IPv6 labs and test beds.
North American IPv6 Task Force (NAVG6TF) is established and in
process WWwW. navetf.org

U.S. Wide Moonv6 IPv6 Pilot October 2003 driven by NAV6TF
WWWW.IMoenv6.com

g ——
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RiwANntermet Mobile Pyv6 Neoiiams

Mobile IPv6 F
and AA Se
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ST PISEN=Y6 Networkk Mobility

. Telecommute Enterprise Site

, F‘?‘g" , SR
bbile Enterprise Base V a =

Mdem
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Comm. Tower
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UNH
Interoperability
Network

NASA Internet 2

Ames

Network
. PAIX STARTAP NYIX6 UNH
Cisco 7200

JITC
Interoperability
Test Network

MCNOSC
Test Network

Army TIC il e Scott AFB Test
-~
Ft Monmouth < Network

Test Network
Test Network
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golENPredictions North AmereEa
ViGrerEieVIders Wil preVvide: USErs, aceess to) |PV6,
WieIESSIVGIEN VGGt Spoets willfbeginT Trials:
DEDNPRPVENetwork Rilots will evolve extensively.
Additienal Gevernment Agencies will adopt IPv6.

VIGoRVE Network Pilot will provide access to International IPv6
NEWVOIK PIIOLS.

PREGIIE Cable Routers, Modems, and Network Access Points will

Eparticipate in IPv6 Network Pilots with some early adopter products.

g—__i,-'_e_":i-arge Application Providers will announce support time frames for
~—  [Pv6 production support and some prototypes will exist.

e Enterprise Businesses will begin IPv6 Network Pilots.

® Vendors, Systems Integrators, and IPv6 Business Leaders will see
first phase revenue streams from IPv6.

e Mobile IPv6 Phone will participate in IPv6 Network Pilots.

/jim
“if its real, you'll feel it”

October 2003 Kid Rock




